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to Cybercrime: Exploring Individual
Differences in Information Security
Awareness and Personality Factors

Lee Hadlington* and Sally Chivers**

Abstract The present article aimed to explore if susceptibility to cybercrime can be linked to information security
awareness and personality factors. A total of 1,054 participants aged between 18 and 84 years took part in an online
survey consisting of a recently developed segmentation analysis tool designed to explore an individual’s susceptibility
to cybercrime. Alongside this, two other scales measuring information security awareness and the personality trait of
impulsivity were also included. In total, 60% of the population surveyed presented as being in the higher risk
categories for susceptibility to cybercrime. Furthermore, individuals in the higher risk categories for susceptibility
to cybercrime also presented poorer information security awareness, as well as having higher levels of trait impulsivity.
It was also noted that certain demographic factors also linked to susceptibility to cybercrime, including age and current
employment status, with the unemployed and student populations being less well represented in lower risk categories.
This work is seen as being critical while designing effective intervention strategies that are designed to target specific at-
risk populations, as well as presenting a key tool that could be widely used by organizations to examine risk within
their own specific populations.

Introduction
behaviour which ultimately affect cyber security.

In 2015 the Home Office National Security Strategy Significantly, the report noted that:
confirmed the threat from cyber-related incidents
as a Tier One risk to UK interests (HM
Government, 2016). The strategy presents a key
means to mitigate the evolving UK cyberthreat, as

Cyber attacks are not necessarily sophis-
ticated or inevitable and are often the
result of exploited—but easily rectifiable
and, often preventable—vulnerabilities

well as arming citizens with the capacity to defend
(HM Government, 2016, p. 22)

themselves. The report cited poor cyber hygiene,
poor security compliance, and a lack of training The report also suggested that it is the continuing
and skills as issues directly linked to human  vulnerability of the victim, rather than the
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complexity of the attack, that presents the key to the
success of a cyberattack.

The government report (2016) is aligned to a
growing realization by those working in the area
of information security that human behavioural
factors hold the key to understanding (and there-
fore mitigating) the continued susceptibility to
cybercrime (Anwar et al., 2017; Furnell and
Clarke, 2012). To date, the use of security protocols
and technical interventions have failed to protect
individuals from cyberattacks (Herath and Rao,
2009). One of the reasons for the failure of such
technological interventions is that individuals
either fail to follow advisory preventative protocols,
circumvent them, or engage in behaviours that put
risk  (Hadlington, 2017;
Hadlington and Parsons, 2017). It is from this per-
spective that our study is presented, adding to the
growing body of research exploring critical human
factors in the context of cybercrime.

them at increased

Segmentation analysis for
susceptibility to cybercrime

A report by the Home Office (HO RICU, 2015)
outlined the potential to segment the general popu-
lation into key categories according to their level of
susceptibility to cybercrime. The report presents
eight categories (or segments) into which individ-
uals can be classified based on their responses to a
series of questions related to crime awareness and
level of trust (HO RICU, 2015). The segments and
their associated attributes are summarized below in
Table 1. Exploring the findings from the original
piece of research from the Home Office (HO), two
key segments present as being the most digitally
savvy and protected in the online digital environ-
ment; A: Already Protected and C3: Relatively
Savvy. The remaining 66% of the population stu-
died are presented as being those potentially at
higher risk of becoming susceptible to cybercrime.

Having the capacity to understand the suscepti-
bility of individuals to cybercrime is useful for a

number of reasons. Primarily, it highlights the po-
tential risk that exists in the current population at
any given time, therefore offering a way to exploit
crime prevention strategies for the most effective
outcomes. Such preventative measures are able to
target particular ‘at-risk’ groups rather than at-
tempting to use a ‘one-size-fits-all’ approach.
However, a degree of caution is suggested when
using segmentation analysis, as it is only useful
when isolating groups based on their proposed sus-
ceptibility to cybercrime. The HO analysis only pre-
sented very broad details of the types of behaviours
that could potentially lead to potential susceptibil-
ity to cybercrime, an issue that the current research
aims to address. Additionally, the original HO
RICU (2015) segmentation failed to provide a ob-
jective measure of trait impulsivity, which is pro-
posed as a key personality factor in terms of risky
cybersecurity behaviours (Hadlington, 2017). In
order to overcome this issue, the present study em-
ploys the use of two further measures, one related to
knowledge, attitudes, and behaviours in the context
of information security, the other measuring trait
impulsivity.

Assessing information security

A number of researchers have attempted to meas-
ure the extent to which individuals adhere to infor-
mation security advice. These measures have
focused predominantly on assessing the informa-
tion security awareness of individuals in a work-
based environment; in such an environment there
is generally a clear set of rules governing the use of
work-based computer technology. Measurement
scales have also focused on narrow aspects of infor-
mation security, such as the use of password pro-
tection (Stanton et al., 2005), the use of mobile
device protection (Mylonas et al., 2013), or on se-
curity features related to specific programmes
(Furnell et al., 2006).

One of the most recently developed scales explor-
ing the information security awareness of individuals
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Table 1: Segmentation Classifications taken from the HO RICU (2015) Report

Segment Label Percenatge Personality traits Behaviours Who are they?
population
A Already 13 Confident, cautious, con- Strong protection (on and off-  Couples living with
Protected sidered; Do not make line)—marginally less likely to children
snap decisions; Not easily use social media regularly Over 50s not living
swayed + not afraid to with children
say ‘'no’
B Digitally 9 Suspicious of strangers on Good offline protection; do not Aged 50-64
Vulnerable the street; not comfort- engage with cold callers/ Lower income pen-
able with technology strangers off the street; sioners, unlikely to
(lower use of Internet); Do ensure financial documents have formal
not worry about becom- are destroyed + check bank qualifications
ing a victim of cybercrime details; limited technical
knowledge about how to
browse Internet safely—do
not use the Internet as much
as general population
1 Trusting 15 Too much trusting of others Moderate levels of protection to Young adults—typic-
and easily swayed; a low prevent off and online finan- ally 16-29; stu-
propensity to challenge cial crimes; more likely to dents, typically do
other have been affected by scams not have children
involving upfront payments
and sharing personal
information
2 Unconcerned 18 A tendency to act in a rash  Moderate levels of protective be- Most likely men aged
and or ‘spur of the moment’ haviours both on- and offline; 16-34; students
Somewhat manner Higher than average at enga- and young profes-
Protected ging people in the street; sionals; typically do
more likely to be a victim of not have children
upfront payment scams,
tricked into sharing data
online
c3 Relatively Savwy 20 Relatively ‘sensible’ group; Make a reasonable effort to Very well educated
more likely to challenge protect themselves; moderate and in full-time
others and are not easily levels of offline and financial employment More
swayed protection; well protected likely to have teen-
online age children; less
likely to live on
their own
D1 Unsuspecting 8 Highly malleable and trust-  Very low levels of online, offline Young people still in
and ing of others; Tend to go and financial protection school and univer-
Unprotected along with what others sity; generally well
want and unlikely to chal- educated
lenge; Do not feel confi-
dent or prepared for every
eventuality.
D2 Unconcerned 9 Willing to take risks and Very low levels of protection Tend to be students
and choose to ignore conse- both on and offline; particu- and tend to typic-
Unprotected quences; Not overly trust- larly bad at password ally live with par-
ing or easily swayed by protection ents; tend not to
others have children
E Unaware 7 Believe in fate; Low propen- Moderate levels of protection Female; Live with

sity to challenge others;
Do not worry about
online crime (less likely to
be online)

for offline and financial; Low
level of protection for online
crimes

partner + child;
Less educated
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within a work-based context is the Human Aspects
of Information Security Questionnaire (HAIS-Q;
Parsons et al., 2017). The HAIS-Q has been engaged
in a variety of research projects, as well as being
tested across a wide number of populations, hence
establishing a robust reliability (see Parsons et al,
2017). The HAIS-Q research questionnaire identi-
fied that information security awareness differs sig-
nificantly across age ranges, and that increased
awareness is positively correlated with personality
factors including agreeableness (warmth), conscien-
tiousness, and openness to experience. Conversely,
negative correlations are highlighted for risk-taking
and reduced information security awareness
(McCormac et al., 2017). Given the reliability of
the HAIS-Q, as well as its capacity to divide infor-
mation security awareness into a number of consist-
ent factors, it was adopted as the framework for the
Information Security Awareness scale used in the
current study.

Researchers have also examined the way in which
broader personality factors can influence the
uptake of information security advice. For example,
Egelman and Peer (2015) noted that the trait of
impulsivity was negatively associated with good
cybersecurity behaviours. Impulsiveness has been
defined as ‘the urge to act spontaneously without
reflecting on an action and its consequences’
(Coutlee et al, 2014, p. 2). Research has also
demonstrated that higher levels of impulsivity are
associated with an increased frequency of individ-
uals engaging in risky online behaviours: this could
place them at risk of being a victim of cybercrime
(Hadlington, 2017). In the context of individual
susceptibility to cybercrime, the measure of impul-
sivity appears to be a relevant personality factor to
compare with the HO segmented population data.
Although the original segmentation analysis men-
tions aspects of impulsivity, these elements are
based on a series of behavioural and attitudinal
questions, rather than being specifically measured
through a psychologically validated scale. It is
therefore suggested that further research is needed
to support the connection between levels of

impulsivity and susceptibility to cybercrime. Our
study seeks to fill this gap.

Aims and objectives

The segmentation analysis framework provided by
the HO RICU (2015) report presents a useful tool
for examining the susceptibility of individuals to
cybercrime. However, there are some gaps in its
coverage, and although it highlights susceptibility,
it fails to fully explore the potential reasons for sus-
ceptibility. It is from this perspective that the cur-
rent study aims to explore how the segmented
population maps onto a measure of information
security awareness. In this way, it is proposed that
the shortcomings identified in each of the HO
population segments can be more clearly addressed.
Alongside this, an additional measure of impulsiv-
ity was used to assess how these human factors can
be linked to the susceptibility to suffer cybercrime.
A secondary aim for the current research is to test
the feasibility of developing the HO segmentation
analysis into an online survey, omitting the need for
an individual researcher to contact and question
the respondent, as was the case in the original HO
study. An online survey would give the opportunity
to contact individuals via email and local messaging
services to undertake the survey, broadening the
potential reach of inclusion. This segmented popu-
lation can be used to target training, communica-
tion, and interventions to enhance public and
organizational about
Training initiatives, awareness campaigns, media
communications and interventions all form part
of police crime reduction and detection strategies.
This segmented population approach has the cap-
acity to increase the effectiveness of those strategies.

awareness cybercrime.

Methodology

Participants

A total of 1,054 participants aged between 18 and 84
years (mean=41.20; SD=15.98) were recruited
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Table 2: Demographic data according to East Midlands Force Region

Derbyshire  Nottinghamshire  Leicestershire and Rutland  Lincolnshire ~ Northamptonshire  Total

Gender

Male 60 138 92 65 47 402
Female 10 191 17 105 74 597
Employment status

Employed 112 208 125 104 78 627
Unemployed 27 56 38 26 18 165
Retired 19 36 27 29 18 129
Student 12 29 19 11 7 78
Age range (years)

18-21 22 42 21 24 9 18
22-30 26 58 47 35 25 191
31-40 41 76 40 30 27 214
41-50 29 58 40 26 21 174
51-60 28 55 30 24 19 156
61+ 24 40 31 31 20 146

from the East Midlands via Qualtrics Participant
Panels to take part in an online survey. After the
data was checked for incomplete responses or
anomalies (e.g. participants choosing the same re-
sponse for all items), a total of 999 participants’
data were used in the final analysis. In this final
sample there were a total of 402 males and 597 fe-
males, with an age range of 18-66 years
(mean=41.20, SD=15.98). Full details of the
demographics for the sample are included in
Table 2.

Materials

Segmentation questionnaire

The Home Office Segmentation questionnaire con-
sists of both attitudinal and behavioural compo-
nents. It provides 26 questions, with participants
responding on an 11-point Likert scale (0 = strongly
disagree, 10 = strongly agree). Sample items from the
scale include those that ask about awareness of
Serious Organized Crime (e.g. Where people are
tricked into sharing personal information or data
following telephone or face-to-face conversations
or where people have their personal information

or data stolen, or attitudinal statements,

e.g. ‘Sometimes one needs to bend the rules to get
ahead’ or I prefer to agree with people in order to
avoid confrontation’). The questionnaire is orga-
nized into a hierarchical tree structure, where indi-
viduals answer a minimum of three questions and a
maximum of eight questions depending on re-
sponses. At the end of the questionnaire individuals
are identified as belonging to a particular segment,
outlining an individual’s susceptibility to cyber-
crime. Full details of the structure of the question-
naire are available in the technical report (available
from RICU@homeoffice.x.gsi.gov.uk).

The short human aspects in information
security questionnaire

The original HAIS-Q developed by Parsons et al.
(2014, 2017) was specifically designed to be used in
a work-based business context where individuals are
governed by a set of formal or informal information
security rules. The HAIS-Q presents a unique struc-
ture insofar as it assesses information security aware-
ness across three core elements; knowledge, attitude,
and behaviour. The HAIS-Q also examines informa-
tion security awareness across seven focus areas,
including password management,
Internet use, social networking, incident reporting,
mobile computing, and information handling

email use,
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(Parsons et al., 2014). A higher score on the HAIS-Q
is indicative of a more positive engagement in as-
pects of information security.

The original HAIS-Q includes 63 individual
questions, which could lead to a state of response
fatigue in participants (see Parsons et al. (2017) for
a full list of items). In order to counter fatigue when
deploying the assessment tool in the general popu-
lation, a modified, shortened version of the HAIS-
Q (S-HAIS-Q) was developed for our study. The
development of the scale aimed to retain the ori-
ginal structure in relation to knowledge, attitude,
and behaviour across core information security
areas. The S-HAIS-Q contained a total of 39
items, covering the core areas of password manage-
ment, email use, website use, social media use, and
the reporting of incidents. The list of items and the
scoring profile for the S-HAIS-Q are included in
Table 3. The scale showed good internal reliability,
with a Cronbach’s a of 0.921.

Abbreviated impulsiveness scale

A shortened 13-item impulsivity scale presented by
Coutlee et al. (2014) was used to counter the po-
tential for participant response fatigue. The abbre-
viated impulsiveness scale (ABIS) consists of three
sub-scales, namely Attention, Motor, and Non-
planning, with items being scored on a scale of
1 (Never/Rarely) to 4 (Almost Always/Always).
Possible scores range from 13 to 52, where a
lower score is indicative of an individual who is
less impulsive and takes more time focus on indi-
vidual tasks. The aspect of Non-planning impulsiv-
ity reflects the tendency for an individual to think
before he or she acts, or the tendency to lack prep-
aration in his or her actions. This also includes a
lack of planning for both short-term concrete aims
(e.g. trips or tasks), as well as longer term abstract
aims (e.g. job security or future plans) (Coutlee
et al., 2014). Motor impulsivity is reflected in spon-
taneous, reactive, and uninhibited actions, and
Attentional impulsivity is linked to inconsistencies
in controlling thoughts and the capacity to focus
(2014) reported

attention. Coutlee et al

Cronbach’s «a of 0.80, 0.82, and 0.71, respectively,
for each of these sub-scales.

Results

The following section reports the key trends within
the data according to the key demographics and
variables collected.

Key demographics and segmentation

In this section, the data related to specific demo-
graphic variables and the outputted segments are
presented. Figure 1 presents the breakdown of our
total sample according to HO RICU (2015) report.
The primary segment represented within the data is
C2: Unconcerned and Somewhat Protected: this
accounted for 31% of the total population. This
was closely followed by the C3: Relatively Savvy
group, which accounted for 27% of the total popu-
lation. The A: Already Protected segment ac-
counted for just 13% of the total population.
Exploring the data as a whole, and assuming that
segments A and C3 represent individuals with the
lowest susceptibility to cybercrime, a total of 60%
of our sampled population demonstrate a high sus-
ceptibility to being a victim of cybercrime (this
comprises segments B, C1, C2, D1, D2, and E).

The breakdown of segmentation by age range is
presented in Fig. 2. It is noted that that there are
some distinct differences in age range between the
segments. The higher at-risk segments are a feature
of the under 40 age groups. For example, 66% of
those aged between 18 and 40 years fell into the D1:
Unsuspecting and Unprotected segment; 60% fell
into the E: Unaware segment; 61% were classified as
Digitally Vulnerable. In contrast, 70% of those in
the 41 and above age bracket were classified as A:
Already protected. Such findings present a clear
contrast to the often-presented view that it is the
older generation that is potentially more vulnerable
to cybercrime (Oksanen and Keipi, 2013).

Figure 3 presents a regional breakdown of the

segmentation across the five police service
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Table 3: S-HAIS-Q items according to focus area and sub-category

Knowledge

Attitude

Behaviour

Focus area: Password management

It is okay to share my passwords
with friends.?

Sharing passwords

Using a strong password  Strong passwords should have a
mix of letters, numbers, and
symbols.

Focus area: Email use

Clicking on links in
emails from strangers

Clicking on links in emails from
strangers could have serious
consequences.

It is not okay to open email at-
tachments from people | do
not know.

Opening attachments in
emails from strangers

Focus area: Internet use

| know there are some websites
that | should not access.

Accessing dubious
websites

Entering information
online

It is okay to enter personal in-
formation on any website |
visit.?

Focus area: Social media use

SM privacy settings | should always use privacy set-
tings on my social media

accounts.
Considering | cannot get in trouble for
consequences something | post on social

media.?
Friending on SNS It is not okay to accept some-
one on social media just be-
cause | like their photo.
Focus area: Mobile devices
Malware and Software
updates

Computer viruses cannot really
affect a smartphone or
tablet.®

Mobile safety A password or PIN should be
used to lock my smartphone

or tablet.

It is risky to use free-to-access
Wi-Fi to send personal details.

Free-access Wi-Fi

Focus area: Incident reporting

If something happens online
that makes me feel bad, |
should report it to someone
(e.g. Police, Website Provider).

Reporting suspicious
behaviour

It is a bad idea to share my
passwords, even if a friend
asks for it.

It is safe to have a password
with just letters.?

Nothing bad can happen if |
click on a link in an email
from a stranger.?

It is risky to open an email at-
tachment from strangers.

Just because | can access a
website, does not mean that
it is safe.

It does not matter what infor-
mation | put on a website.?

It is a good idea to use social
media privacy settings.

It does not matter if | post
things on social media that |
would not say in public.?

Nothing bad will happen if |
accept friend requests from
strangers on social media.?

| do not worry about viruses on
my smartphone as they only
affect computers.®

| do not need to lock my smart-
phone as it is with me most
of the time.?

It is not risky to use free-to-
access Wi-Fi to send personal
details.?

If I ignore something that
makes me feel bad online,
nothing bad can happen.?

| share my passwords with
friends.?

| use passwords with letters,
numbers, and symbols.

If an email from a stranger
looks interesting, | would
click on a link within it.?

I do not open email attach-
ments from strangers.

When online, | visit any
website that | want to.?

| try to check the safety of
websites before entering
information.

| do not use social media
privacy settings.®

I do not post on social
media without thinking
about what might
happen.

| accept friend requests on
social media based on just
a photo.?

I install software updates for
my smartphone or tablet
as soon as they are
available.

| use a password or PIN to
lock my smartphone or
tablet.

| use free-to-access Wi-Fi for
anything | need to do
online.?

If something happened
online that made me feel
bad, | would tell someone
(e.g. Police, Website
Provider).

Note: Participants are instructed to respond to each item on a five-point scale from ‘Strongly Disagree’ to ‘Strongly Agree’.

aReverse scoring was used on this item.
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Figure 1: Segmented susceptibility to cybercrime in sample population (percentage of total population).
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Figure 2: Segmentation by age group.

geographies. Notionally, the advantage of this in-
formation is the capacity to map this data onto
crime figures produced by national bodies such as
Action Fraud. Equally, when determining priorities
for local targeted messaging systems, data such as
this allow messages to be directed at high-risk
groups. Nottinghamshire and Leicestershire and

Rutland are the police service geographies with
the highest number of individuals classified as A:
Already Protected. Derbyshire has the lowest
number in this category. Across all police service
geographies, the C2: Unconcerned and Somewhat
Protected segment features quite widely, together
with the C3: Already Savvy segment.
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Figure 3: Segmentation by police service area.

When segmented according to employment
status the data highlights another trend associated
with the at-risk groups (see Fig. 4). Those in the A:
Already Protected category are poorly represented
in the employed and student populations com-
pared with the unemployed and retired populations
in the study. This finding is supported by findings
from previous research which suggested under-
graduate students in particular are susceptible to
cybercrime due to a variety of key factors (Bidgoli
et al., 2016). Students were also more likely to fall
into the C1: Trusting and C2: Unconcerned and
Somewhat protected categories, but comprised
the lowest number of individuals in the C3:
Relatively Savvy category.

Information security measures and
segmentation

In this section the results of the segmentation ana-
lysis are compared with data from the S-HAIS-Q
measure of information security awareness. The
data for the focus areas of the S-HAIS-Q according
to segmentation are presented below in Fig. 5.

A key feature of these data is that the scores on
the focus areas of the S-HAIS-Q map well onto
suggested features of the segmentations. In this in-
stance, a higher score on each of the scales indicates
a higher level of adherence to accepted cybersecur-
ity principles in each of the given areas. As noted,
the A: Already Protected segment scores the highest
on each of the core areas in comparison with the
others, indicating higher levels of adherence and
knowledge. This is closely followed by the C3:
Relatively Savvy segment, which also shows consist-
ently higher scores in each of the core areas.
Conversely, the B: Digitally Vulnerable segment
and the E: Unaware segment consistently fall
below the other segmentations in terms of their
adherence to accepted cybersecurity protocols on
all of the core areas for the S-HAIS-Q.

Figure 6 highlights the differences in the three
sub-scales of the S-HAIS-Q according to the cate-
gories of Knowledge, Attitude, and Behaviours of
individuals. A higher score on the S-HAIS-Q is in-
dicative of a better general awareness related to as-
pects of information security. The results map well
onto the individual segments, showing that higher
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Figure 5: Information security focus area by segmentation.

comparison with individuals in the other segments.

scores on the three sub-scales are associated with

In contrast, the individuals in the B: Digitally
Vulnerable segment scored much lower on each

of the three scales.

lower levels of cybercrime susceptibility. For ex-

ample, individuals in the A: Already Protected seg-
ments scored higher in all three measures in
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Figure 6: Knowledge, attitude, and behaviour in relation to online security by segmentation.

Psychometric measures according to
segmentation

In terms of the data from the impulsivity measures,
there appears to be a general tendency to support
the original assumptions presented in the original
HO RICU (2015) report (See Figure 7). The ori-
ginal report suggested that those individuals who
have higher levels of impulsivity, thus lacking the
capacity to ‘think things over’, take more risks
online. In the context of the present study, a
lower score for the impulsivity scales is indicative
of a capacity to resist the urge to act on impulse and
take time to think things over. Data reveal that
those in the A: Already Protected segment scored
lower on aspects of both attentional impulsivity
and motor impulsivity in comparison with all
other segments. Conversely, the B: Digitally
Vulnerable segment scored the highest on all
three measures for impulsivity.

Discussion

The findings from the current research highlight
some critical observations about the susceptibility
of individuals to cybercrime. Overall, the findings
demonstrate that police service geographies figures

are reflective of national trends taken from the HO
RICU (2015) report, with 60% of those in the
sample presenting a higher level of susceptibility
to cybercrime. By implementing the use of two fur-
ther measures that examined the information se-
curity behaviours of the participants and the trait
of impulsivity, more detail is added to the generic
segmentation presented by the HO RICU (2015)
report. The finer details of the results will be con-
sidered in order to explore how they can assist
police services in the targeting of crime prevention
measures.

Segmentation and information security

By exploring the key findings that pair the segmen-
tation analysis with the measure of information se-
curity awareness, it is clear that there is some
consistency between the two measures. First,
those segments that have the lowest level of suscep-
tibility to cybercrime (A: Already Protected; C3:
Relatively Savvy) demonstrated higher (positive)
scores across all three key sub-areas of knowledge,
attitude, and behaviour relating to information se-
curity. Interestingly, those individuals in the Cl:
Trusting segment demonstrated scores that were
(positively) higher than the remaining segments,
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Figure 7: Impulsivity type by segmentation.

suggesting that their susceptibility to cybercrime
comes from a facet not directly explored on the
The B:
Digitally Vulnerable segment was the group with
the lowest scores across each of the information
security questionnaire sub-scales. This is a critical
finding, and suggests that the potential underlying
factor for susceptibility of this group to cybercrime
is a limited understanding of information security
practices. It is clear that key messages related to
cyber-related crime have so far produced little dem-
onstrable effect on members of this group. For this
reason further research is suggested in this area.
The A: Already Protected and C3: Relatively
Savvy segmentations presented higher scores
across the seven focus areas for cyber security. As
might be expected, the A: Already Protected group
showed particularly good information security in
relation to password protection, the use of email,
and the use of social media. However, all groups
scored consistently lower on the core areas related
to website use, suggesting that this area could also
be the subject of enhanced crime prevention guid-
ance. D1, D2, and E segmentations all scored lower
on the aspect of reporting in the information secur-
ity questionnaire; police targeted education and

information security questionnaire.

awareness messages have the potential to assist in
these populations too.

Adding an information security awareness meas-
urement to the segmentation analysis demonstrates
that susceptibility to cybercrime can, in part, be
linked to a weaker information security awareness
position. A further benefit of using a scale such as
the S-HAIS-Q is that it presents the opportunity to
assess key aspects of online security in which seg-
mented populations are prone to weakness. This is
turn could be turned into a target tool designed to
present communication messages in such weaker
areas, hence reducing redundant messages.

Susceptibility to cybercrime and age

One of the most striking trends in the data from the
present study is the difference between age groups
and the susceptibility to cybercrime. There is an
assumption that those in the ‘digital native’
(Prensky, 2001) generation, or those that have
never experienced a world without the Internet,
are best able to deal with the constant threat from
cybercrime. This is contrasted with the view that
those in the ‘digital immigrant’ population, who
have risen to technology awareness later, are more
vulnerable as they have less technical knowledge.
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The present data shifted this perception, demon-
strating that it is the younger population who are
most at risk in terms of their susceptibility to
cybercrime.

This finding has some resonance with previous
research that highlighted individuals in the 15-24
age group were more likely to be victims of cyber-
crime (Oksanen and Keipi, 2013). The authors for
this research suggested that the reason for such an
increase in susceptibility to cybercrime is related to
the sheer level of exposure that such a group has to
aspects of the digital environment. Younger indi-
viduals appear to be more likely to engage in aspects
of interaction through online media, but lack the
capacity to detect the risks related to such inter-
actions (Oksanen and Keipi, 2013). Additional re-
search from Bidgoli et al. (2016) also showed that
undergraduate students were highly vulnerable to
cybercrimes, with 34% of their participants stating
that they had been victims of malware attacks.
Critically it appears that this group obtains much
of its knowledge and information related to cyber-
crime prevention from the media or individuals
they know who have been attacked (Bidgoli ef al.,
2016). Bidgoli et al. (2016) suggested that this pro-
cess could in turn influence the reporting of such
crimes, as well as the uptake of preventative meas-
ures. In order to prevent this, more targeted and
effective campaigns targeting younger age groups
must be designed, with a recommendation that fur-
ther empirical work be conducted to explore the
wider reasons for increased susceptibility in such
groups.

Segmentation and impulsivity

We consider that the additional trait impulsivity
measure provides an objective gauge of how such a
variable fits into the underlying susceptibility to
cybercrime. As noted in the introduction, previous
research has been conducted which demonstrates a
link between impulsivity and poor information secur-
ity adherence (Egelman and Peer, 2015; Hadlington,
2017). In the context of our research, the findings do
support original propositions made in the HO RICU

(2015) report, insofar as trait impulsivity appears to
be a key personality factor associated with suscepti-
bility to cybercrime. Individuals in the B: Digitally
Vulnerable group scored consistently higher on each
of the three sub-scales for impulsivity, but particularly
on the measure of Non-planning impulsivity.

Conclusion and suggestions for
future research

At present times, the actual mechanisms related to
how and why certain groups of individuals lend
themselves to having higher susceptibility to cyber-
crime than others are still largely unknown. A more
structured framework for approaching this issue
could yield actionable intelligence that could be
used in a number of key ways. In particular, the
use of segmentation analysis on a regional basis
would allow critical resources to be used in a
more targeted way. This could be linked into the
use of bespoke communication packages that are
tailored to communicate specific threats that may
link into the segmentation parameters. By pairing
the segmentation analysis with other measurement
tools there is also a potential to gain a more detailed
insight into how susceptibility links into aspects
including demographic variables and psychomet-
rics. Presenting forces with the capacity to do this
online through an email link also provides a cost-
effective way of collecting data. Most police services
employ customer segmentation tools and tech-
niques as part of wider community engagement
strategies, and the sophistication of such tools
varies widely. By presenting an opportunity to
unify this approach across forces, more consistent
data can be collected as well, giving researchers a
chance to move towards the unified framework as
suggested earlier in this section.
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